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1
Decision/action requested

It is proposed to approve the  pCR below
2
References

[1]
3GPP TR 33.884 v0.1.0 Study on security of application enablement aspects for subscriber-aware northbound API access
3
Rationale

The authorization function (AZF) needs to be placed in a security domain that the resource owner trusts. This contribution doesn't take a position whether the AZF can be integrated into the CAPIF or function.
4
Detailed proposal

It is proposed to approve the following pCR:

+++++++++++++++++++++++++++++++ First Change +++++++++++++++++++++++++++

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


AZF
Authorization Function
++++++++++++++++++++++++++++++++++++++ Next Changes +++++++++++++++++++++++++++++
5.X
Key issue #X: Placement of Authorization Function
5.X.1
Key issue details 
There can be multiple domains in which the AZF (authorization function) is located: 
1.) the domain of the protected resource
2.) the HPLMN domain
3.) the VPLM domain
5.X.2
Threats
If the AZF is located in a domain that is not trusted by the resource owner, the AZF may give access even without user authorizing the resource access.
5.X.3
Potential security requirements 
The AZF shall be located in a domain that is trusted by the resource owner. 
++++++++++++++++++++++++++++++++++++++ End of Changes +++++++++++++++++++++++++++++
